
Implementation Security In 
Cryptography

Lecture 07: The Anatomy of AES



Recap

• In the last lecture 

• Finite Field



Today

• How things relate to AES



What is AES?

Ref: http://www.moserware.com/2009/09/stick-figure-guide-to-
advanced.html



Advanced Encryption Standard (AES)
• NIST’s standard for block cipher since October 

2000. 

• Each round has 
• Round key addition 
• Confusion Layer : Byte Substitution 
• Diffusion Layer : Shift row and Mix column 
	 (the last round does not have mix column step)

Key Length No. of rounds

AES-128 16 bytes 10
AES-192 24bytes 12

AES-256 32bytes 14



The AES State Representation

• 16 bytes arranged in a 4x4 matrix of bytes

miea
njfb
okgc
plhd

ponmlkjihgfedcba
16 bytes Plaintext

MIEA
NJFB
OKGC
PLHD

16 bytes Cipher text

AES
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AES has a more mathematically 
oriented description. For that 

we need to understand “fields”

•  We cannot avoid the maths 
here if we want to implement… 

• We cannot avoid hardware 
design principles 

• Hardware design principles help 
in software too..



Add Round Key
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Shift Rows

• ShiftRows 
• Leave the First row untouched 
• Left Rotate (2nd Row by 8 bits) 
• Left Rotate (3rd Row by 16 bits) 
• Left Rotate (4th Row by 24 bits) 

• Implementation in Hardware 
• No resources required, only  mapping 

with wires
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Inverse Shift Rows

• ShiftRows 
• Leave the First row untouched 
• Right Rotate (2nd Row by 8 bits) 
• Right Rotate (3rd Row by 16 bits) 
• Right Rotate (4th Row by 24 bits)
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Mix Columns

• The 4x4 matrix is multiplied with the matrix 
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How MixColumns is implemented?

  # An utility function for computing 02*x in AES finite field
  def xtime(self, x):
    tmp1 = x<<1
    tmp1 = tmp1&0xff
    tmp2 = x>>7
    tmp2 = tmp2&1
    tmp2 = tmp2*0x1b
    val = tmp1^tmp2
    return val  



Mix Column Implementation
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How MixColumns is implemented?



Inverse Mix Column
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• The 4x4 matrix is multiplied with the matrix 

• The hardware implementation can be done in a similar way as mix 
columns 
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Byte Substitution
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• Makes a non-linear substitution for every byte in the 4x4 
matrix
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S-box Encryption Table
• Use a table to do the byte substitution 
• Eg. 2c  Sbox[42]=



S-box Mystery
• Use a table to do the byte substitution 

• Is this a great approach? 
• Although, used in many software implementations 
• This has quite a lot of security issues. 
• Also, AES S-Box has a nice math 

• How to implement this in hardware/software??



How to Compute Inverse in a Finite Field

• Several ways exist 

• Option 1: Extended Euclidean algorithm 

• Your same old GCD finder with a twist — it can find multiplicative 
inverse 

• Hardly used 

• Option 2: Any idea? — there was a hint in the previous class 

• Option 3: Exploiting field isomorphisms 

• The most compact way…



How to Compute Inverse in a Finite Field

a256−2 = a−1 mod m(x)



S-Box Hardware — One Popular Way

• What is  ?a ≡ b mod n

• Just ignore the “verification”





AES Challenges for the Hardware Designer

• Reduce area required  
• Increase throughput  
• A unified AES engine for both encryption and 

decryption 
• Able to handle different key sizes



High Speed AES Encryption-Decryption Architecture
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D. Mukhopadhyay et. al, An Efficient End to End 
Design of Rijndael Cryptosystem in 0.18µ CMOS, 
VLSID 2005



Add Round Key

Buffer

Byte Sub

Shift Row

Mix Column

Buffer

Add Round Key

Buffer

Byte Sub

Shift Row

Add Round Key

Buffer

Keymem

Keymem

Keymen

Add Round Key

Buffer

InvShift Row

Inv Byte Sub

Add RoundKey

Buffer

Inv Mix Column

Buffer

Inv Shift Row

Inv Byte Sub

Add Round Key

Buffer

Keymem

Keymem

Keymem

Add Round Key

Buffer

Inv ShiftRow

Inv ByteSub

AddRoundKey

Buffer

InvMixColumn

Buffer

Inv ShiftRow

Inv ByteSub

Add Round Key

Buffer

Keymem

The 
Decryption 
Flow



Add Round Key

Buffer

Byte Sub

Shift Row

Mix Column

Buffer

Add Round Key

Buffer

Byte Sub

Shift Row

Add Round Key

Buffer

Keymem

Keymem

Keymen

Add Round Key

Buffer

InvShift Row

Inv Byte Sub

Add RoundKey

Buffer

Inv Mix Column

Buffer

Inv Shift Row

Inv Byte Sub

Add Round Key

Buffer

Keymem

Keymem

Add Round Key

Buffer

Inv ByteSub

Inv Shift Row

Inv Mix Column

Buffer

Add Round Key

Buffer

Inv Byte Sub

Inv Shift Row

Add Round Key

Buffer

Keymem

Keymem

Inv Mix 
Column

The 
Decryption 
Flow



Some Points

• The order of InvShift Rows and InvSubBytes is indifferent. 

• The order of AddRoundKey and InvMixColumns can be  inverted 
if the round key is adapted accordingly.



A Linear transformation can be pushed through an XOR
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Encryption steps for two round AES variant
• AddRoundKey(State, ExpandedKey[0]); 
• SubBytes(State); 
• ShiftRow(State); 
• MixColumn(State); 
• AddRoundKey(State, ExpandedKey[1]); 
• SubBytes(State); 
• ShiftRow(State); 
• AddRoundKey(State, ExpandedKey[2]);



Equivalent Decryption steps for two round AES variant
• AddRoundKey(State, ExpandedKey[2]); 
• InvSubBytes(State); 
• InvShiftRow(State); 
• InvMixColumn(State); 
• AddRoundKey(State, EqExpandedKey[1]); 
• InvSubBytes(State); 
• InvShiftRow(State); 
• AddRoundKey(State, ExpandedKey[0]);



Compact Encryption-Decryption Architecture

• Merge the operations in the encryption and 
decryption into a single unit.
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Merged Round Operations

• Addroundkey is the same in both encryption and decryption 
• ShiftRows and InverseShiftRows only differ in the direction of shifting



Merged S-boxes
Map

Inverse in 
Composite Field 
eg. In GF((24)2)

Reverse 
Map, 
Affine

x 
or  

Sbox[x]

Sbox[x] 
or x

Map, 
Revse 
Affine

Reverse 
Map

Type Total Gates in terms of NAND 
gates using std cell library 

Sbox + InvSbox 362

Merged 234

#  D. Canright, A Very Compact S-box for AES, CHES-2005



Merged Mix Columns

Separate Mix (Inv) Columns Merged Mix Columns

No. of XOR gates 152 + 440 = 592 195
Delay (gates) 5 7

A. Satoh et. al., A compact Rijndael Hardware Architecture with S-box Optimization, ASIACRYPT 2001



Another InvMixColumn Design

Gate-count around 166 
XORs and a 32-bit MUX. 

Subhadeep Banik, Andrey Bogdanov, Francesco 
Regazzoni:Atomic-AES: A Compact Implementation of 
the AES Encryption/Decryption Core. INDOCRYPT 
2016: 173-190



State of the Art 
• Intel has introduced dedicated hardware for AES on its 

microprocessors 
• These are accessed by dedicated AES instructions 
• The AES design consists of: 

• Standard techniques used such as composite fields, single map – reverse map, 
etc. 

• Speed of 53Gbps obtained by fully custom design flow on 45nm technology.

S. Mathew, 53Gbps Native GF(24)2 Composite Field AES-Encrypt/Decrypt Accelerator for Content Protection in 45nm  
High Performance Microprocessors,VTS 2010



Intel’s AES Hardware

S. Mathew, 53Gbps Native GF(24)2 Composite Field AES-Encrypt/Decrypt Accelerator for Content Protection in 45nm  
High Performance Microprocessors,VTS 2010


